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Abstract: FMEA is a useful tool that helps to find possible flaws in a system or element, 
mainly in the design phase. But it is a mere document that has no further ''direct'' use than 
the observation. Mapping all this knowledge into a Bayesian Network would make it 
possible to use the information in further ways, like software applications for 
maintenance. A good FMEA has the necessary features to build a good Bayesian 
Network: Bottom-up (or Top-Down) analysis of all the components and subcomponents 
and cause-failure-effect chains. In this paper we will detail the steps followed to create the 
Bayesian Network, using the FMEA of a Marine Diesel Engine, as well as the use of it in 
a diagnosis application that uses a set of on-line lube-oil sensors. 
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1. Introduction 

     A well designed FMEA is a useful and valuable information source, containing both 
component and system failures, causes and effects. This information, however, is a mere 
document which cannot be used in further “direct” ways. If correctly mapped into a 
Bayesian Network it could be used in other ways, such as software applications. While the 
FMEA is mainly used to locate design flaws before the system is completely deployed, 
the Bayesian Networks objective is to help locate problems before they occur in a 
working/deployed system. Furthermore, a Bayesian Network can be helpful when it 
comes to visualize all the cause-effect chains involved in the system contained in the 
FMEA.  
     This article will show the used methodology to map a FMEA into a Bayesian Network, 
which will be later used to give a diagnosis of the status of the engine, using a series of 
on-line oil/lube sensors. 

2. Brief Review of FMEA 

     FMEA (Failure Modes and Effects Analysis) is a procedure in operations management 
for analysis of potential failure modes within a system for classification by severity or 
determination of the effect of failures on the system. It is widely used in manufacturing 
industries in various phases of the product life cycle and is now increasingly finding use 
in the service industry. The Failure modes are any errors or defects in a process, design, or 
item. These failures appear due to one or more causes, which can be effects of other 
failures. modes are rated by 3 parameters: Severity, Occurrence and Detection, with 
values ranking from 1 to 10. 

 - Severity: The impact that this failure has in the system or client.  
   1 Little effect … 10   Catastrophic. 
- Occurrence: The probability of this failure happening.  
   1 Very improbable … 10 Sure to happen. 
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- Detection: The ability to detect this failure.  
   1 Easily detectable … 10   Undetectable. 

     The product of these parameters is the RPN (Risk Priority Number). The RPN merely 
ranks the failure in the system, giving the reader an idea of the “risk” of the failure 
happening.  

RPN = S * O * D 

3. Bayesian Networks 

     A Bayesian Network (BN) is a probabilistic graphical model [1][2].It reflects the states 
of some parts of a world that is being modelled and it describes how those states are 
related though conditional probabilities. All the possible states of the model represent all 
the possible worlds that can exist, that is, all the possible ways that the parts or states can 
be configured.  
     The representation is a directed acyclic graph consisting of nodes, which correspond to 
random variables and arcs, which in turn correspond to probabilistic dependencies 
between the variables. A conditional probability distribution is associated with each node 
and describes the dependency between the node and its parents. BNs are widely used in 
diagnosis. e.g., given symptoms, the network can be used to compute the probabilities of 
the presence of various diseases. 
     In the network prototype shown in Figure 1, the qualitative relationship indicated by the 
direction of the link arrows corresponds to dependence and independence between events. 
That is, nodes higher up in the diagram tend to influence those below rather than, or, at 
least, more so than the other way around. On the other hand, the quantitative relationships 
between nodes are defined by conditional probability tables (In case of continuous 
variables, conditional probability distributions) 
     Many practical tasks can be reduced to the problem of classification, including Fault 
diagnosis. A Bayesian Network helps tackle the problem of classification in a way that 
helps to overcome problems that other methods partially address: 

• Able to mix a-priory knowledge together with data/experimental knowledge. 
• Explanatory abilities 
• Uncertainty and Causality management  
• Learning both parametric and structural issues. 

     One important characteristic of this inference model is the adaptation ability. In this 
way, introducing risk values of environmental variables and expected parcel risk value, 
the Bayesian Network adapts the weights of conditional probability tables, approximating 
to desired solution. 

 

Figure 1: Bayesian Network with 3 Nodes 

4. Building the Model 

     Bobbio et al in [3], provide a methodology for mapping Fault Trees into Bayesian 
networks. Using FMEAs to do the mapping works in a similar way, using cause-effect 
chains to propagate belief. 
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     The methodology used to do the mapping will be bottom-up, starting from the 
individual components and subsystems, to finish with the whole system. Three types of 
nodes will be used: Failure, Component Failure and Effects. Failure nodes represent a 
general failure in the system. Component Failures represent specific failures happening to 
a component. Effects are the result of a failure (general or component) which don’t further 
cause more failures in lower levels. They act as “leaf” nodes. A fourth node type can be 
used (Component) to help locate in which component is happening the failure. 

4.1 Mapping Methodology 

     The steps to build the networks should be: 
1. Start with the component failures. Add the component failures to the network as 

nodes.  
2. Add the component failure modes. The component failure modes should have 

arrows pointing from each component failure node. This identifies the 
component failure modes as being specific realizations of the component failure 
and corresponds to the FMEA beginning with a component failure and then 
subdividing it into failure modes.  Pointing the component failure modes to the 
component failure node instead of from it can also be done.  If the failure modes 
point to the failure node then the failure modes are the centers of the network 
instead of the component failure nodes. Note that the component failure node is 
really not necessary and simply serves to organize the different failure modes.  

3. Add the failure mode effects. Add the effects of each failure mode with arrows 
pointing from the failure mode to the effect. 

4. Add the failure mode causes. Add the causes for each failure mode with arrows 
pointing from the cause to the failure mode. 

5. Merge common nodes. 

a. Common effect. Merge the common effects of different failure modes 
into one common effect. 

b. Common cause. Merge the common cause of different failure modes 
into one common cause. 

c. Join cause-effect relations. Join the effect of one failure mode as a cause 
of another failure mode by pointing an arrow from the effect as a cause 
of the other failure mode. 

d. Join components failure. A failure mode can be the cause of another 
failure mode 
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Figure 2: Adding Component Nodes Figure 3: Adding Failure Nodes 

 

 
     For a better understanding of the process, here is a step-by-step example. Table 1 
shows the FMEA extract that will be used in the example. The table contains the cause-
effect chains of three components of a diesel engine: injector, cylinder liner and piston.  

     Table 1: Example FMEA (Extract) 
Component Failure Failure Mode Cause Effect 

Injector Bad Lubrication 

 

Bad Spray Sticky Needle 

Piston Perforation 

Cylinder Liner Bad Spray Overheating 

 

Bad Lubrication 

Bad Oil Quality Piston Clipping 

Piston Piston Perforated Bad Spray Perforation particles. 

 Overheating 

 

Piston Clipped 

Bad Lubrication 

Clipping particles 

 

Figures 2 to 6 show the node-adding steps. Figure 7 shows the fusion between the 
different components causes and effects. 

4.2 Assigning Probabilities 

      Assigning probabilities to the network and nodes is the most difficult part of the 
mapping. The nodes in the Bayesian network will be of Boolean nature. The fail happens 
or not, the effect is visible or not, the component works or not… These nodes should be 
assigned probabilities differently depending on how the failure happens.  
     The FMEA Occurrence rate should be used for assigning the probabilities of the nodes. 
The rate is ordinal, not linear (An occurrence rate of 8 is more probable than a 4, but 
doesn’t mean that is as twice as probable) and not standardised, so each FMEA may rank 
the occurrence rates in different ways (occurrence rate of 5 could be a probability from 
around 0.1 to 0.001, depending on the FMEA). shows some of these probabilities and 
occurrence rates [4]. 
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Figure 4: Adding Effect Nodes Figure 5: Adding Cause Nodes 
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Figure 6: Merging Common Causes and Effects Figure 7: Joining Failure Modes and Causes 

  

 

 

 

 

 

Figure 8: Probabilities and Occurrence Rates 

     FMEA do not contain probability information about the cause nodes. Cause nodes are 
the nodes that don’t have any dependencies. In the FMEA in Table 1 the occurrence rate 
to assign the probability of a bad spray due to a sticky needle could be used, but the 
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probability of the needle being sticky is unknown.  These probability values should be set 
using prior studies, extra data or information or an expert’s opinion. 

Table 2: Piston Probability Table (Binary OR) 

Piston Perforated True False 

Piston Clipped True False True False 

Faulty 1 1 1 0 

Normal 0 0 0 1 

     Nodes that are dependant from more than one parent nodes act differently depending of 
their nature. Most of the failures happen when one or more of their causes are present. 
Noisy OR-gates [16] are used for this, which are a generalization of the binary OR-gates. 
If a failure has n possible causes, for each one of the xi causes there is a probability pi, 
which is the probability of the failure being present when the cause xi is present and all the 
others are absent.  

( ) ( )niii xxxxFailurePonlyxFailurePp LL,2,1==
 

     The probability of any combination of active causes is then calculated by the next 
equation: 

                                    
( ) ( ) ( ) ( )nn pppxxxFailureP −∗∗−∗−−= 1111, 2121 KK  

 

( ) ( )∏ −−= ipXFailureP 11  where X = all active xi causes 

     Table 2 and Table 3 show the difference between using binary Or-gates and Noisy OR-
gates, detailing the probability tables for the Piston node. 

 

Table 3: Piston Probability Table (Noisy OR) 

Piston Perforated True False 

Piston Clipped True False True False 

Faulty 0.98 0.9 0.8 0 

Normal 0.02 0.1 0.2 1 

     Some failures may need more than one cause simultaneously in order to happen. Noisy 
AND-gates can be defined using the same considerations used with the Or-Gates [3]. In 
this case each of the individual probabilities pi is defined by the probability of the failure 
being present when all the causes except for xi are present.  

( ) ( )
niii xxxxFailurePxbutallFailurePp LL21,==  

      The probability of any combination of active causes is then calculated by the next 
equation: 

( ) nn pppxxxFailureP ∗∗∗= KK 2121,  

( ) ∏= ipXFailureP  Where X = all active xi causes 

     Table 4 shows the probability if we considered that a piston needs to be both perforated 
and clipped to be faulty. 
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Table 4: Piston Probability Table (Noisy AND) 

Piston Perforated True False 

Piston Clipped True False True False 

Faulty 0.72 0.9 0.8 0 

Normal 0.28 0.1 0.2 1 

     Noisy OR-gates work under the assumption that all the possible causes of the failure 
happening are previously known. This is not always possible as there could be unknown 
causes that have not been noticed or recorded in the FMEA. An additional parameter 
called leak is added to fix this [16]. The leak constitutes a kind of residual “all others” 
category, representing what is not explicit in the FMEA, and makes it possible the failure 
to happen even if neither of their recorded causes is present.  
     To use the Noisy OR-gates and AND-gates, the probability of the failure happening for 
each of the individual causes needs to be known. When the probabilities are unknown, 
there is no way of knowing which cause has more relevance in the failure happening. One 
solution to this is to use Maximum entropy theory. Maximum entropy (ME) theory argues 
that in the absence of other information, all s failure states of a variable X should be 
assigned equal probabilities of (1/s), as shown in Table 5 

Table 5: Maximum Entropy Table in a Node with 3 Causes 

Node 1 True False 

Node 2 True False True False 

Node 3 True False True False True False True False 

True 1 0.66 0.66 0.33 0.66 0.33 0.33 0 

False 0 0.33 0.33 0.66 0.33 0.66 0.66 1 

     All the probability values can be later edited to specific values, which can be obtained 
from extra design information, experts, reliability tests and field performance evaluations 
[5]. 
     Sometimes, different variables can be considered as different grades of a common 
variable, e.g., the nodes “No Power outcome” and “Power outcome not enough” can be 
considered different states of the power outcome of the engine. Instead of using two 
Boolean nodes it is possible to use a variable named “Power Outcome” with the states 
Normal, Poor and None. Using this kind of multistate variables can lead to smaller 
networks, at the expense of more complex probability tables. 
     There are also many good references on techniques and guidelines for estimating 
probabilities which can be very useful for developing your own model [6]-[11]. 

5. Diagnosis Applications 

     Once created the Bayesian Network, it can be used in more than one way. In this paper, 
two different diagnosis applications will be used. One is an independent application 
specific made to help locate failures in large diesel engines used in marine cargo vessels. 
The other one is the integrated on-line web platform TESSnet, which gives diagnosis and 
prediction support to a variety of sensors. 
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     A series of parameters of the lubricant oil will be analysed in order to run a diagnosis 
over the status of the engine, parameters such as viscosity, particles and insoluble content, 
soot... 
     Some failures will cause these parameters to appear. Incomplete combustion will 
increase the soot, piston clipping and perforation will increase the number of clipping and 
perforation particles in the oil, and so on. 
     All these oil parameter values will be stored in a database, where they will be used 
later by both applications. In order to accomplish this, a GPS modem connected to the 
sensor will send the measurements timely, while another GPS modem will receive and 
store the transmitted values into the database. 
     Both applications will follow the same steps in order to realize the diagnosis (Figure 9): 

1. Retrieve sensor data from the database. The application will connect and retrieve 
the last measurements made by the sensor. 

2. Discretize numeric values. The Bayesian Network uses Boolean values, so first 
of all it is necessary to turn the numerical values into Boolean ones. Maximum 
and Minimum values can be used for this. e.g., if the soot concentration is above 
50%, the soot node status is set to True. 

3. Propagate belief. The Boolean values are assigned to the parameter nodes, then 
the belief is propagated though the network. 

4. Retrieve data from the failure nodes. Once the propagation is completed, the 
updated belief values of the failure nodes are retrieved.  

 

  

Figure 9: Information Flow in Application 

 

     In this way the data capture and the diagnosis work asynchronous and independently. 
Other type of sensors can be used to gain additional information (vibrations, 
temperature...) 
     The Bayesian Network has been created with the HUGIN Expert tools [12](Figure 10). 
HUGIN Expert provides Bayesian Network creation and design software as well as plug-
ins to integrate its features with different platforms and programming languages. Other 
alternative software to implement the Bayesian Network is GeNle 2.0. As opposed to 
HUGIN, GeNle is freely available on the internet without charge and is an excellent tool, 
easy to use and quite capable [13]. Also BN software Samlam can be very useful to built 
reliability applications [14]. 
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Figure 10: HUGIN Researcher 

5.1 Diesel Engine Application 

     The independent application was specifically created and designed for diagnosing the 
status of a marine diesel engine [Figure 11]. When the button is pressed, the last 
measurement is retrieved from a database, along with his parameter values. These 
parameters are then discretized into Boolean values and assigned to the net. Once the 
belief is propagated through the network, the failure modes and component status are 
showed, both numerically and in a colour rate (Normal, Warning, and Danger).  
     The actual version of the application includes a test interface, which lets the user try all 
the possible input combinations of the network and its influence in all the nodes of the 
network. Future versions of the application may include a prognostic service, using trends 
developed from a set of previous measurements; and the possibility of configuring both 
sensor inputs and displayed nodes.  
     The application has been developed in Java [15], making it possible to run in any 
platform. 
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Figure 11: Diesel Engine Application 

 

 

5.2 TESSnet 

     The web platform was developed by Fundación Tekniker. TESSnet is a web platform 
which can be used as Predictive Maintenance Management System (PMMS). Company 
and plant information can be accessed from the website, along with machine and assembly 
status, and sensor and measurement information is stored as well. 
     Specific parameter values can be viewed, along with trend charts. Using these trends 
and setting maximum and minimum values to the parameters, the platform gives 
prognostic of the assemblies in terms of the remaining useful life.  Diagnostic is provided 
with a rule based system. e.g., if the parameter X surpasses the warning value, the possible 
cause is Y. 
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Figure 12: TESSnet  

     The Bayesian Network would replace the rule based system. The data retrieval, 
discretization and propagation steps would be the same as in the other application. The 
numerical results discretized, would then be shown in a textbox. 
     The main drawback is that each system would require his specific Bayesian Network, 
as TESSnet contains information about different systems like aero-generators or machine 
tools. However, for similar systems it could be possible to easily create a new Bayesian 
Network, changing some parameters or probabilities, adjusting them to the new system. 

6.  Conclusions 

     The method explained in this paper tries to provide some help in the task of building 
Bayesian Network out of a FMEA. The FMEA usually have good information about 
cause-effect chains, but lack of proper probabilistic information, so the resultant network 
will be of fixed structure and adaptive probabilities. This paper has also described a 
mechanism to account for the lack of probability information, and developed a Bayesian 
Network for marine diesel engines, which has been used in two applications. 
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